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Introduction
The ECOGEN web application
The ECOGEN web application enables all users to fulfil their legal obligations under the Swiss Ordinance on
Handling Organisms in Contained Systems (Containment Ordinance, ContainO).

Aim of the application
The aim of the application is to provide a platform on which all relevant organisations can perform their roles
efficiently within the framework of the ContainO.

Structure of the application
The ECOGEN web application comprises three areas:





The public area, to which all users have access
The portal, which is accessible to authenticated users
The internal area, to which only system users have access

Organisation types and roles
Organisation types
There are four basic organisation types in the web application, each operating in a specific area (or areas) of the
application:






Federal Coordination Centre for Biotechnology (KBB): internal area and portal area
Lead federal offices: portal area
National specialist agencies and cantonal authorities: portal area
Applicants: portal area

Applicants
Applicant organisations work in the portal area only. All submissions and the associated dossiers can be
managed in this area.
Roles
Applicants' organisations can assign their persons both roles ('Administrator' and 'Employee'), as can all other
organisations. However, one user from the organisation is given 'Location administrator' permissions. This person
must be an administrator. Functions within the respective activities, such as 'Person responsible' and 'BSO', are
not roles. However, only users with administrator rights in the organisation concerned can be given BSO status.

Users and persons
One of the main features of the system is the distinction between user and person. This means that a single user
(eIAM) can access the application as a person in multiple organisations.

User
A user corresponds to an eIAM login, which includes the following attributes: email address, first name and last
name. These attributes belong to the user within the eIAM service and can only be managed via that service,
NOT via the ECOGEN web application.

Person
A person is an administrator or employee of an organisation. A person has the following attributes: an email
address, first name and last name.

Permissions
A person has a specific role within an organisation, which gives them the corresponding permissions in that
organisation. All of a person's attributes and their role are managed independently of the user (eIAM). This
means, for example, that multiple persons in different organisations can be assigned to a single user (eIAM).
Each person can also have a separate email address so that they can be registered to the domain of the
organisation. However, when logging in for the first time, the user's email address (eIAM) must match that of the
registered person in order for the permissions to be granted. The person's email address can then be changed
without losing the link to the user.
Example: An eIAM user with the email address 'user@organisation-one.com' is Person A in Organisation One
and Person B in Organisation Two. When the user logs in for the first time, both Person A and Person B must
have the email address user@organisation-one.com. The user is then given the permissions for both
organisations. The email address for Person B in Organisation Two can subsequently be changed to

user@organisation-two.com, so that emails sent by the system are received by the user in the desired inbox for
the organisation concerned.
Note on eIAM
It is not possible to check whether the name of the person has been subsequently changed and no longer
matches that of the eIAM user. In some cases, this may be intentional (alternative contact email).

Logging in
Visitors to the ECOGEN landing page can log into the web application from the public area. The 'Login' link can
be found on the top right of the page.

eIAM service
Login takes place via the eIAM service, to which the user is automatically redirected. After successfully logging
in, the user is returned to the protected area of the ECOGEN web application (portal or internal area).
The eIAM service is not part of this web application. For further information regarding authentication and login
please visit https://www.eiam.admin.ch/

Logging out
After successfully logging out, the user is returned to the public area (ECOGEN website).

User authentication
A user is authenticated when he/she has successfully logged in via eIAM service. This can be done via the CHLogin as well as via Smart-Card (within the federal
network).

Once the user has successfully logged in with their eIAM login, they are authenticated and taken to the protected
area of the application (portal or internal area). However, they need to go through the authorisation process in
order to receive permissions for the web application.
Link to eIAM
For more information about authentication and login, visit https://www.eiam.admin.ch/.

Assignment of permissions
As mentioned in the introduction, a user (eIAM) receives permissions if the user can be assigned to an (active)
person.

Matching by email address
When the user (eIAM) logs in, their email address is checked for matches with the persons' email addresses. If
there is a match, the user can be assigned to a person and hence to that person's organisation. The user will
then receive the permissions for that person's defined role in the assigned organisation. Any person or persons
may be assigned to a user if their email address matches that of the user (eIAM).
Please note
Assignments and uncouplings can be performed manually by system users.

User authorisation requests
If a user logs in and does not have any or all of the expected permissions (e.g. organisations are missing), this
may be because:




the person does not exist in the organisation (e.g. because they have not been migrated from the old
system or are not yet registered);
the person's contact email address does not match the eIAM user's email address (so matching could
not take place).

The procedure for requesting user authorisation is as follows:

Selecting an organisation and permissions
The user access request process allows an authenticated user to select an organisation and request
permissions.

The user can search for the required organisation, in which case the search results will appear automatically.
They can also select a role.

Defining a contact email address in the organisation
The eIAM user's email address is already entered when the form is loaded. However, the user can use a different
contact email address for their person in the selected organisation.

Once the request has been submitted, the request and status are displayed. Multiple requests may be submitted.

Note
If the user already exists in the organisation but has been deactivated, an error message will appear.

Processing requests
User access requests can only be processed by administrators of the organisation concerned.
Request accepted
The request will show up on the dashboard of the organisation's administrators.

An administrator can view the request and decide whether to accept or reject it.

If the administrator accepts the request, a person with the relevant permissions is created and the user receives
a message in the application.

Request rejected
The request can also be rejected, and a reason for this may be provided.

If the request is rejected, the user will also receive a message informing them of this. The status of the request
will be updated accordingly.

Registering a person manually
Organisation administrators can register missing persons manually. The next time the user logs in, they will
receive the relevant permissions, provided that the email addresses match. No request needs to be submitted in
this case.
Details on how to register a person can be found in the organisation management sections.

Registering a new organisation
If an organisation does not yet exist, it can be registered via the portal.

Registration
Entering details of organisations and persons
The form for registering a new organisation can be found on the dashboard, in the relevant tab on the right of the
browser window.
The role of location administrator is selected by default, as this is the minimum requirement for an organisation.
This person is an administrator with location permissions. According to the ContainO, this is the BSO. The email
address of the eIAM user is also already entered, but this can be changed if the user wishes to have a different
contact email address for the person being created in this organisation.

Note
Only registrations of applicant organisations will be approved.

Entering details of different persons
The requester can also be registered for other roles besides location administrator.

If the requesting user wishes to assign a different role to their person within the organisation, this role can be
selected. Since there must be at least one administrator (with location permissions) in an organisation, if the user
does not have this role or will only be an employee or administrator (without location permissions), the person
with this role must be entered.

Once the registration has been submitted, the request and status are displayed. Multiple requests may be
submitted.

Profile
The profile settings can be found in the menu in the top right of the application. The settings can be accessed by
clicking on the name of the user.
The user will find their personal details and settings in the profile.

Personal details
The user's attributes in the profile are replicated from the eIAM user details. They can only be changed via the
eIAM service.

Settings
In the settings, the user can indicate whether they wish to be added to the ECOGEN Newsletter mailing list. They
can also choose whether to receive notifications by email as well as within the application (e.g. for changes to a
dossier status).

Public area
The public area can be accessed by all visitors who are made aware of the ECOGEN web address. Among other
things, it contains general information about the ECOGEN service.
Another menu item allows visitors to view published activities.

General information
General information and useful links can be found in the public area. Users can log in via the link at the top.

Publication of activities
All active dossiers for submitted notifications are displayed in the public area of ECOGEN. The list of active
dossiers can be found under 'Register'.

It is possible to filter by activity class and to search for an activity title. Expanding the filter bar enables other filter
options.

Dashboard
The dashboard is the homepage for users logged in to the application. Users who do not yet have permissions
will see a 'Request portal access' tab where they can submit a request for user access or register an
organisation. This feature is described in the 'Logging in' section.

Worklist
Once the user has received permissions for at least one organisation, another tab will appear containing a
selection of dossiers tailored to the organisation type, in a specific process step. This tab also features any user
requests as well as a list of the most recent activities determined for the user via authorised dossiers.
Portal area
In the portal area, the dossiers are listed as follows:



For applicants, queries about submitted applications are displayed so that corrections can be made to
dossiers that are not yet complete.

Dossiers
Dossier list
Listed under 'Dossiers' are all dossiers assigned to the user. The list includes all dossiers from organisations in
which the user has an active person assigned to them.

Filters
Only active dossiers are displayed automatically, but inactive dossiers can also be shown by sliding a toggle.

It is also possible to filter by process step. If no process step filter is applied, all dossiers in all steps are
displayed.
Clicking on the filter bar will bring up the following advanced filter options:








Filter by activity class
Authorisation requirement
Type of activity
Submission type
Start and end of activity
Responsible federal office and canton

Actions
The dossier list can be used to search by number, title, organisation and persons in the dossier.
In the portal area, applicants can create a new dossier, which starts the process of submitting a new activity. The
dossier list can also be updated if new dossiers have been added in the meantime or if the user has received
new permissions for other dossiers. In addition, any dossier can be exported as a PDF file.

An export of the list can also be generated. A message appears informing the user when the export is complete.

Versioning
If a technical change to a dossier is submitted, a new dossier with a higher version number is generated. In the
case of dossiers subject to authorisation, the new dossier is only valid once the authorisation has been granted.
The previous dossier is then deactivated. Up to this point, however, the previous dossier remains valid. In the
case of global notifications and Class 2 notifications not subject to authorisation, the dossier becomes valid as
soon as it is submitted.
Change transactions that cause versioning:



Technical changes including change of location in the case of dossiers subject to authorisation

Status information
A dossier has a status that describes the activity of that dossier. Dossiers are given one of the following statuses:



Inactive
Active

If a dossier is active, the activity can be pursued. Dossiers subject to authorisation therefore have an additional
status:


Decision pending

If a dossier has this status, the activity cannot be pursued yet because authorisation has not yet been granted.

Submitting activities
Draft
A new activity can be submitted on the dashboard using the action button provided. The same action can be
performed in the 'Dossiers' menu item and under an organisation's dossiers.

Since users work in multiple organisations, they must select the organisation for which the new activity is to be
submitted. They must also specify the activity class, the title of the activity, the start date and (if known) the end
date of the activity.

Submitting the activity
In the submission process, all necessary information can be entered in steps. If additional questions are required
for certain answers, these are displayed dynamically.

The draft submission process can be paused and resumed subsequently by pressing the 'Continue later' button.
Even if the user accidentally exits the form, the information entered will not be lost, and the process can be
resumed later.

Administrators can submit the entry upon completion of the form.

Transfer process
Migrated dossiers have a different data structure to dossiers that are entered in the new application. The main
changes relate to organisms, since only the wild types (original organisms) need to be specified.

Migrated dossiers are still valid. However, if migrated dossiers are to be used again, e.g. for technical changes,
they must first go through a transfer process.

All migrated organisms are listed. The original organisms or wild types must be specified for this list. Redundant
entries may be removed. If a wild type is not found, it can be recorded as an unofficial organism.

All essential information about the wild types is displayed.

Following completion of the process, the organisms will be in the correct format for the new application.

After the transfer process, the dossier can continue to be used and (for example) a new version
or copy can be created.

Change transactions
Rejection and resubmission (correction)
Following the completeness check, a decision can be taken as to whether the form should be rejected due to
missing information.

If so, the applicant will be able to correct and resubmit the form. The applicant will be informed that corrections
are needed. The KBB will also be notified again when corrections have been submitted.

Administrative changes
Administrative changes can be made to an active dossier using the action button at the top of the dossier screen.
Administrative information, such as the persons responsible, can be edited.

In global notifications and Class 2 notifications not subject to authorisation, the premises can also be changed.

Technical changes
A technical change involves editing technical information. This applies to the questionnaire as well as any
information and answers about organisms. A technical change is the only way to change the location in the case
of submissions subject to authorisation.
When a technical change is submitted, a new dossier version is created, which is ready to undergo a
completeness check.

Review of changes
Before each change, the applicant is asked to specify the adjustments they wish to make.

The user is informed if they have selected the wrong transaction.

Organisations
The user receives access permissions for the persons assigned to the user and their roles in the organisations.
Depending on the role in the organisation, they are also given the relevant write permissions. The roles may be
different for each organisation.

Organisation list view
The list of organisations authorised for the user can be found under 'Organisations'. The user thus has a
registered person linked to them in each of the organisations listed.

Clicking on the list brings up the details of a specific organisation.

Organisation detail view
The bar at the top of the organisation view contains the organisation name and an arrow to switch to the list view
of all organisations.

There is also an 'Edit' button on the right to change the organisation name.

Each organisation has various tabs for managing its data, namely the persons and locations and the overview
and list of the organisation's dossiers.

Persons
All registered persons are listed under 'Persons'. The list can be modified using the filter and search functions,
e.g. to display inactive persons.

Registering a person
The organisation's administrators can register persons and assign them roles. An email address only needs to be
entered if a user is to be linked to the person (see also under 'Logging in' and 'Authentication'/'Authorisation').

When a person is registered, the list is updated accordingly. At this point, there is no entry in the 'User' column
because the link to the eIAM user has not yet been established – the user has not yet logged in. Once the user
has logged in successfully and the email addresses have been matched, the entry is updated and the user also
receives the employee permissions.

Managing persons
Administrators can edit a person's data, activate and deactivate a person, and change a person's role.

Inactive persons must first be activated before their roles can be edited.

Constraints
An organisation must always have at least one administrator who also has location permissions. This is usually
the BSO.
There must always be at least one administrator who can receive these permissions. This means that if there is
only one administrator, the employee role cannot be assigned. Moreover, the location administrator's permissions
can only be transferred. They cannot be removed entirely.

Locations
All locations are listed under 'Locations'. Inactive locations can be displayed using a filter.

Managing locations
New locations can be created and existing locations edited, deactivated and reactivated in the list view.

A new location can be entered via an input screen. During this process, the canton must be entered to make it
easier to assign the relevant cantonal authorities (for consultation purposes).

Existing locations can be edited.

Note
If other locations are used when submitting activities, the organisation's location administrator will be informed.
That is the main reason why this role exists.

Dossiers
All registered dossiers are listed under 'Dossiers'. They can be searched and filtered and new dossiers can be
entered.

Advanced filter
Clicking on the dossier filter bar will bring up all filter options for this list.

Organisms
All officially classified organisms as well as other unofficial organisms (wild types only) are listed in the ECOGEN
web application. Organisms from both lists can be used when submitting an activity.
Both lists can be found under 'Organisms' in the menu. Applicants can view these lists on the portal, and the
FOEN and KBB can manage them in the internal area.

Lists of organisms
The list can be filtered by type and risk group.

The search restricts the information displayed. All organisms containing the search characters (including within
their name) are displayed.

Unofficially classified organisms
In the list of unofficially classified organisms, organisms can be entered and processed and aliases can be
defined.

Adding a new organism
Organisms can either be entered in this list beforehand or directly when creating the submission. A new organism
can be added to this list by indicating the name and type.

The registered organism will appear on the list and can be selected and used when submitting activities.

Classifying organisms
Organisms are classified by the FOEN.

Defining aliases
Aliases can be defined for the organisms on both lists. This is important because, when organisms are evaluated,
the aliases point to the target organism and are therefore included in the evaluation. If there were no aliases, they
would be considered as separate organisms, which would be fundamentally incorrect.

The selected organism thus becomes the target organism of the alias. An organism can have more than one
alias.

Note
Officially classified organisms cannot have an unofficially classified alias. It makes sense, however, for an
unofficially classified organism to have an official target organism.

